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ABSTRACT

An interface system capable of connecting to the internet is essential for providing IoT data collected from
CoAP-based devices to various users or systems. This can be achieved through a proxy system that converts
CoAP messages into internet application service messages or vice versa. This paper describes the development
of a CoAP proxy server over QUIC to connect CoAP-based wireless sensor networks to the internet and the
experiments conducted to compare the transmission efficiency of CoAP applications using QUIC and HTTP
proxies. Additionally, the performance of the congestion control algorithms CoAP Basic, CoCoA, and Adaptive
RTO was tested under packet loss conditions of 5%, 10%, and 15% using the Cooja simulator. Under these
packet loss conditions, the communication delay of CoAP applications combined with QUIC and HTTP proxies
was measured. The experimental results showed that the CoAP application combined with the QUIC proxy

outperformed the application by more than 8%.
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Table 1. Measurement of RTT performance in 5% loss 8000
environment(unit : ms) 72“2
Basic CoCoA Adaptive RTO 000
?.7‘_} 3000
RTT RTT RTT o if“ﬂ
1 293.06 198.21 210.13 0.05
2 302.28 214.27 214.53 0.04
3 310.61 230.49 233.63 0.06 O3 12, 10% 4 279 RTT Ws}et
4 282,44 208.61 193.53 0.07 Fig. 12. Variation of RTT in 10% loss environment
5 314.6 219.69 211.03 0.05 _ _ .
E 3. 15% £43730049] RTT A5 SH(ES] : ms)
6 349.33 198.81 203.29 0.04 Table 3. Measurement of RTT performance in 15% loss
7 392.3 224.32 193.24 0.08 environment(unit : ms)
8 348.04 180.14 195.1 0.04 CoAP
. CoCoA Adaptive RTO
9 396.09 228.37 216.59 0.04 4 Basic i
10 332.14 22334 205.98 0.06 RTT RTT RTT a
Total | 3320.8 21262 2077 ! 57197 313.85 293.06 0.15
2 768.6 341.16 302.28 0.14
10% &A1 3'?_]_—75]0]]/1‘]2] RTT —i_'ixj An= 1w 2.°ﬂ a 3 757.22 323.99 310.61 0.2
eFslsir}. Adaptive RTOZ}F 7] CoAP Basic &Z&] 4 810.54 323.87 282.44 0.16
= Bt} 482% {so]:}o]_% /‘j‘g S E‘}i_‘lﬂi, CoCoA <1 5 1270.95 435.44 314.6 0.14
E]%E‘—T_]' 6.9% ©5=5F A=8 Eeir/]_ 5‘5_3,1', 15% <41 6 720.07 307.57 349.33 0.11
A4S RTT 24 AF2 % 3.9 ,3‘3_0—}:3]—95],2_134, 7 554.18 365.65 392.3 0.09
Adaptive RTO7} 7]% CoAP Basic ¢178|& Xt g 922.89 451.82 348.04 0.12
583% 3AFE A58 Belon CoCoA Uie|Znut 9 861.26 400.06 396.09 0.17
89% 3l A8 molth 10 732.95 383.35 332.14 0.19
Total 7976.63 3646.76 3320.89
E 2. 10% €874 RIT 4% SRS @ ms)
Table 2. Measurement of RTT performance in 10% loss 40000
environment(unit : ms) 55000
30000
COATP CoCoA Adaptive RTO e
7k Basic 2000
RTT RTT RTT a -
1 580.09 310.8 309.46 0.1 5000
2 570.36 246.73 245.64 0.08 ’
3 652.76 270.02 297.14 0.11
4 578.21 297.48 264.83 0.07 J% 13, 15% &4 374elxM 9] RTT Wisjek
5 425.01 255.72 219.88 0.09 Fig. 13. Variation of RTT in a 15% loss environment
6 476.53 337.25 315.34 0.09 5.2 loT AH|A K._"%% oI5t QUICS} HTTP
7 374.8 239.18 271.18 0.08 ZzEZo| M HAM
8 490.19 285.85 245.47 0.09 QUIC-‘Z} HTTP ZzE27} ﬁi&‘/%‘% B A7}
9 437.86 302.83 234.73 0.14 (RTT) 229 B3 [oT 8]~ T3] % ==
10 514.07 291 23495 0.07 B2S T"ile 6"_}1:]_ O]% —?'laﬂ HTTP Proxy ServerQ]-
Total 5099.8 2836.8 2638.6 QUIC Proxy Server7} Z17F &l slodc).

28] 7 ZREEE QS AR A7 57
371 Slal 23] oeldl Adalsize] 74 mzezel
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Total RTTellA] CoAP RTTS "l X|7ko & B8 %13)
sldrl CoAP EAHAle] AT H7ket 53 5%,

¢

10%, 15% <A37< 74431910, 3 400 5% <A
7, 15 10% =437, 3 60l 15% 4373042
Zy ZR2EZE 7718 RTT F7-S 2okl

5% =434 B4l "B QUIC T2
F RTT H Al7te] 82.87msec. 2& ZA o
HTTP ZZ&F°] 3 RTT 90.37msec. Xr} 7.5msec
A Aeol =3l vsker 10% 437 elaE
o4l QUIC ZZ2&Zo]| H+f 80.56msec, HTTP ZZ &

E 4. 5% &4 3049 QUICS} HTTP Z2EZ7F RTT
e FAHES] : ms)

Table 4. RTT performance measurements between QUIC
and HTTP protocols in a 5% loss environment (unit: ms)

E 6. 15% <A 34l QuICS HTTP ZREF7
RTT A5 344 : ms)

Table 6. RTT performance measurements between QUIC
and HTTP protocols in a 15% loss environment (unit: ms)

QUIC HTTP
T o | e | e | oy | o | e
1 356.3 | 4344 | 78.1 | 3769 | 467.5 | 90.6
2 4485 | 5175 | 69.0 | 427.8 | 5174 | 895
3 4372 | 5153 | 78.1 | 319.5 | 409.9 | 90.4
4 483.1 | 551.8 | 68.6 | 298.1 | 387.7 | 89.5
5 443. | 519.7 | 762 | 3224 | 4123 | 89.8
6 430 | 506.7 | 76.6 | 3362 | 4252 | 89.0
7 411.4 | 490.2 | 78.8 | 2855 | 3750 | 895
8 543. | 621.5 | 783 | 386.4 | 4772 | 90.8
9 429 | 499.8 | 70.7 | 315.7 | 406.1 | 90.3
10 | 376.0 | 455.8 | 79.7 | 292.8 | 381.9 | 89.0

QUIC HTTP
T S| | e | | |
1 202 283 80.9 | 206.7 | 297.0 | 90.3
2 260.3 | 3429 | 82.6 | 2119 | 3022 | 90.2
3 2472 | 329.8 | 82.6 | 214.4 | 3044 | 90.0
4 2114 | 2954 | 840 | 2212 | 3115 | 90.3
5 238.8 | 317.1 | 783 | 230.5 | 321.0 | 90.4
6 213.8 | 297.5 | 83.7 | 220.1 | 310.7 | 90.5
7 237.5 | 319.0 | 81.5 | 192.8 | 2829 | 90.0
8 214.4 | 297. 829 | 243.6 | 3344 | 9038
9 235.1 | 3174 | 822 | 2852 | 3753 | 90.1
10 | 229.3 | 3189 | 89.6 | 229.4 | 320.0 | 90.5

E 5. 10% A 349 QUICS HTTP ZeeZ7
RTT A% A : ms)

Table 5. RTT performance measurements between QUIC
and HTTP protocols in a 10% loss environment (unit: ms)

QUIC HTTP
T o || oo | oy | e | e
1 345.1 | 4215 | 764 | 2682 | 358.6 | 90.4
2 3329 | 408.1 | 752 | 2414 | 3316 | 90.2
3 297.4 | 381.0 | 835 | 331.5 | 421.0 | 895
4 3473 | 4312 | 839 | 2875 | 3769 | 89.4
5 309.4 | 3885 | 79.0 | 291.6 | 3812 | 89.5
6 364.1 | 4438 | 79.6 | 312.8 | 4025 | 89.6
7 265.8 | 3484 | 825 | 2284 | 3195 | 91.0
8 311.4 | 393.0 | 81.6 | 232.7 | 321.9 | 89.2
9 275.6 | 357.0 | 814 | 2429 | 3328 | 899
10 | 2832 | 365.3 | 82.1 | 264.4 | 3539 | 895
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